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1. Members of the Sub-Committee : 



Mr. Frank Ratdett U.S. 

Mr. V. P. Keey U.S. 

Mr. W. God el U.S. 

Mr. R. Packard U.S. 

Col. M. L. Sherbum U.S. 

Lt. Col. J. M. Anderson U.S. 

Cdr. W. L. Thomas U.S. Secretary 

2. The Sub-Committee met on June 5th, 6th, 3th, and 9th, agreed its 

agenda and the report of its findings and conclusions attached at Tab A. 
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1. The ooemittee predicated its di ecu salons upon the following 
minpt loMi 

a< The capabilities of the USSR to intercept and exploit 
radio jcnmuni cations are at least equivalent to our own. 

b. It can be assuaed that the USSR monitors all landline 
communications passing through its own or satellite territory. The 
possibility that it has access to other coaounications passed solely 
by landline cannot be excluded, but there is no evidence to assess the 
extent of this possibility* Any traffic obtained by the USSR from 
landlines can be exploited to the same extent as traffic obtained 



from radio transmissions. 



II. VALUE TO THE USSR OF CCKINT DERIVED FHOM 
THE COMMUNICATIONS OF NATO COUNTRIES 
(see Footnote 1) 



2. Diplomatic ciphers in pesos time. 
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Footnote 1. 



-SSL E \ ' 

. s 



It should be noted that the, security system of NiTO provides sufficient 
protection for "COSMIC" and "NaTO" oommmicationB passed electrically. 
However the Mi TO security ays tea does not provide protection far national 
communications carrying related L-f creation, ncr do all the IliTO countries 
confine "i&TO" and "COSMIC" communications to approved cha -nele. Heceit 



examimtion indicates that the I 



smut s are th e 



greatest offenders in this respect and that the 

Gov errant* have not Ailly oomplied with these regulations. Thera is no 
evidence on itilch to conclude vh ether or nob ether iATQ countries observe the 



NATO procedures. 
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b. The value to the Ruealane of the COMINT derived from the 

eanunioatloncof individual NATO count ries will vary directly with 

y 'tf.Ciy j 

both (1) their vulnerability and (2) the extent to whieh^f oontaiiyr 

information, 'the compromise of which would be damaging to the 05 or 

the UX. 
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are an this bade alone thought to repreeent no 
current or predictable source of valuable Intelligence 
to the USSR. 




volume of their orwoni cations and the relatively 
slight participation of thsee countries in natters 
which would involve critical Information are also 
thought to represent no c u rre n t or predictable scarce 
of valuable Intelligence to the USSR. 




tion of those countries are oonddered to r e p rese nt 
a potential source of valuable intelligence to the 

USSR. 




intelligence to the USSR* 
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are oootldmd to be the greatest potential 
of valuable intelligence to the USSR. 



3* Diploaatic ciphers in waitlao. 

It is oonaldand that on out break of active hostilities the 
s to the USSR of the Information derived f ran the <wum wte e tl e n e 



of MATO countries would be greet!? increased. 



Poroee elpbsrc. 



b. In general it is thought that under p eace tine conditions 
aed Forces oo— snieat lone are unlikely to be an inpertant souroe 
valuable intelligenoe to the USSR. In caeca of Halted hoetiliU.ee 



it la, how e ve r , considered that 



to the national in te r est s 




vulnerable Armed Poroee ciphers are a 



the UK and the US and in the ease of general hostilities would 
kmo a real danger. 
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Other ioiwm of Intellig ence open to tho USSR. 
5. 



Clandestine 8ouro*s 

a. 



jku yjUipst- Hs^, 

' (\ cannot 






—a* COMm a# ^source of intelligence. 

Ww /W2£Ka,,C0Kl^"T ua 



In pa rtlcul Af ^ olMlii ittiit [ at ti } if gnwnUy 







Vman t? “■eii - *•" “*" ottw «““• 

Information traa clandestine sources a— da a wwtln difficult 
process of evaluation tef ova It oaa te accepted, la 
dependent on tho availability of communications, and la 
frequently sbb,Ject to ocruil/Uirabla dollar before it la 

i 

received tor the near cfcseaogr* Further, on the teals of U9 
and OK experience, which can ho assumed to te r e present ati v e 
of USSR experience, the value of Intelligence traa 
clandestine eouroaa oaa frequently te greatly laoreaaad 
by oorrelatlon with C0MEJT. Moreover, the eapaelty to 

SQltalB BUOCfteefUl funAmtf+A n* aypn ymi^i to <*W'-»<n 

Intelligence often depends upon information derived traa 
COMINT. 

b. Although It oust te presumed that panetroticn/by agents 
of the USSR 




NATO n^is'lcniT) 

exists and will continue to exist. It is considered that, 

are 



this Is becoming Increasingly difficult. 

1. 



there has teen a definite 

Improvement In the overall security situation, and 
further improvements ore planned. In the Armed Forces 
and security agencies specific steps have teen taken 
to place In effect n security system which Is 
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of Dseestoar, 1952. Hew vrar, there remain 
Significant handicaps --political and administrative** 
to i m p r o v eme n t. Tha loval of overall security in 

Z& tba light of these developments it cannot be 
assumed that clandestine sources of Intelligence for 
tbs USSR will he significantly reduced 

the sear future. .Bsvertbeless. tbs operation of 

u> h? 

clandestine sources 4 ftft* beocfts increa sin gly difficult, 

«S&i t he refore^ it le felt that the USSR could not find, 
adequate compensation for the loes of potential CCMHT 
through increased clandestine activity. 

2. As regards other SATO countries freo Which the 
potential value of COUZST is estimated to be 
high there is Insufficient collated evidence 
available to the Sub -C cool t tee to asseas the 
state of their security. In particular there is 
not available any report such as that produced by 



'-74-C Moum/ to 

conclusive evidence it ia^assum^f that the level of 

overall security is-mtt higher than that of 
described above. 

6 
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c. In tin cf war, due to the introduction of security measures 
which are net possible in peacetime clandestine operations 
beccne much mere difficult • The ready means of comaninlc ation 
afforded by diplomatic missions aid consuls tee are also no 
longer available. It is therefore considered that the value 
cf irf area ti on from clandestine sources will be substantially 



diminished at least initially by an outbreak cf hostilities* 
6. OTHER 30JRGES 



a. It is difficult to assess to what extent other sources 

(newspapers, trade publications, ihlic documents and statements, 
fl ls-3.6/50 use 3605 etc.) or diplcnatic reportage could be a substitute for CCHINT, 



volume aid value at any tlsB* In wartime, censorship and other 
extraordimry security measures, will reduce drastically the 
flow of intelligence from such sources and the value to the USSR 
cf any available 00MINT will be correspondingly increased. 



bo It should be noted that, as in the case of clandestine sources, 
the value of intelligence from other sources can be greatly 
increased by irformation derived from COUNT . 
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is Bay better, tbs USSR could not compensate adequately for the loee of 
pom p? go a potential source of timely and authoritative int elli gence of 
frig?* value through other sources of information. 
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tram the BASED alllaaoa it not eatlaatad to afflset tilt 
validity of this ccooluaico. 



VI HPIinMIBBDAglDBB 

10* a. The SUb-Csemittea rsocnmnda therefore that action should ha 
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taken as a natter of urgency to note tha national ocanmioaticna 
used by BASED countries secure, and that tha first priority 



b. Tha SUb-Ccnoittee also roocanonda that notion ahould ha taken to 



Insure that BAUD o amunlcatlons security regulations are 
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considered to represent a potential source of valuable intelligence 
to the USSR. 




valuable intelligence to the USSR. 

g. It should be noted that the COSMIC security system 



provides sufficient protection for the "COSMIC n and "NATO" cocxnuni- 
cations passed electrically. However, the COSMIC system does not 




3* Diplomatic ciphers in wartime. 



It is considered that an outbreak of active hostilities would 
alter the situation only to the extent that the value to the USSR of 
the information derived from the NATO communications would be very 
greatly increased. 



4. Anted Forces ciphers. 




2 
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b. In general it is thought that under peaoe tine coiv* 
ditJ.ona Amed Forces casrjinicatlons ere unlikely to be an important 
source of valuable intel-igence to the USSR. In cases of active 
hostilities tt la, however. 



considered that vulnerable Armed Forces ciphers are a very valuable 
potential source of information to the USSR and, in the case of 
general hostilities, are of the very highest value. 
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UL 

other sources of intelligence open to the USSR. 

5. Clandestine Sources 

a. Other factors being equal Bca-COtCCRP clandestine wane of 
obtaining intelligence are considered to be less valuable 
than COMETT as a source of intelligence in that they 
are usually less timely and less authoritative. Da 
particular, the information front clandestine sources 
needs a sonatinas difficult process of evaluation 
before It can be accepted. Is dependent on the 
availability of c ctxaunic atlons , and Is frequently 
subject to considerable delay before it Is received 



tbs capacity to sustain successful clandestine arrangements 

to obtain intelligence depends upon Information derived 

EO 3.3 (h) (2) 

front CCftHKT. PL 86-36/50 use 3605 

b. Although It must be presumed that penetration by agents 
of the USSR of appropriate authorities of NASO nations 
exists and vill continue to exist, it is considered that. 



this is becoming increasingly difficult. Improvements 



take place, are also making the vork of lower grade 
agents less effective. Although these considerations 
are largely conjectural it appears likely therefore that 
the USSR could not find compensation for the loss of 
potential COMEfF in increased clandestine activity in 
these three countries. In other NATO countries from 
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which the potential value of COMEJT is estimated to 
be high, there is insufficient evidence to Justify a 
conclusion.. 

Ct In tizae of var. due to the introduction of security measures 
which are net possible in peacetime clandestine operations 
beccese much more difficult. The ready means of 
ecranmication afforded by diplomatic missions and 
consulates are also no longer available. It is therefore 
considered that the value of information from clandestine 
sources will be substantially diminished by an outbreak 
of hostilities. 

So OPEN SOURCES 

a. There is no sure basis in recent appreciations of 

NATO ecanrunicatian and of information known 

to be openly available to the USSR on which to estimate 
the extent to which the USSR finds open sources (newspapers, 
trade publications, public documents and statements etc.) 
to be a substitute for COMETT sources of valuable intelligence. 



and value at any time. In wartime, due to censorship 

and other extraordinary security measures, it is considered 

that open sources will be reduced drastically as a means 

whereby the USSR could obtain intelligence of comparable 

value which they may obtain through COMETT. 

■fa. If should be noted that, as in the case of clandestine sources, 

the value of intelligence from open sources can be greatly 

enhanced by informatics derived from COMINT* 
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